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The European electricity supply system is undergoing a fundamental transformation. Many steps are happening at the 
same time, but often not in a coordinated manner. However, a system is more than the sum of its individual parts. There-
fore, this approach increases the risk of major disruptions, up to and including a Europe-wide failure. The consequence 
would not only be a large-scale power blackout, but this would lead to an inconceivable supply crisis for which neither 
people nor companies nor the state are prepared. This article highlights the comprehensive upheavals in the electricity 
supply system, the possible consequences of a blackout and basic precautionary measures.  

Executive Summary 
• The Austrian Armed Forces and the Austrian Society for Crisis Preparedness (GfKV) expect a Europe-wide power, infra-

structure and supply failure ("blackout") within the next five years. 

• The developments in Germany, where around 20 GW of secured capacity (8 GW nuclear and 12 GW coal) are to be taken 

off the grid by the end of 2022, are decisive for this. Already in January 2021, after the first partial shutdown (~ 5 GW), 

power plants that were to be shut down had to be reactivated and partly put into hot standby mode to ensure system se-

curity.  

• In Germany, the power plant phase-out removes large quantities of system-critical elements without providing adequate 

replacement elements. The rotating masses of the generators, the instantaneous reserve, are indispensable buffer ele-

ments ("shock absorbers") for system security.  

• The German Federal Audit Office raised the following objections in March 2021: "The assumptions of the BMWi for the 

evaluation of the dimension of security of supply on the electricity market are partly unrealistic or outdated by current 

political and economic developments. In assessing the dimension of security of supply on the electricity market, the 

BMWi has not examined any scenario in which several foreseeable risks come together that could jeopardise security of 

supply." 

• Particularly serious are the lack of storage facilities, without which the increasing volatility in generation from the new 

renewables cannot be managed. Several time dimensions, from inherent (instantaneous reserve) to seasonal, must be 

taken into account. In Germany there is currently a storage capacity of about 40 GWh (Austria 3,300 GWh), with a simul-

taneous consumption of about 1,500 GWh per day!  

• In the past decade, the previously available power plant overcapacities have been significantly reduced in most countries.  

• In addition, the infrastructure reconstruction (grids, storage, resources) cannot keep up with the speed of the shutdowns 

or the new power plant locations and is delayed by many years. 

• So far this has worked because Germany, like Austria, is integrated into the pan-European interconnected system (EN-

TSO-E). This means that system stability can be maintained. However, in for a penny, in for a pound, and everyone goes 

down together if something goes wrong. 

• According to EU regulations, electricity trading is to be massively expanded by 2025. By 2025, at least 70 percent of the 

cross-border interconnection points must be made available for electricity trading, which is many times more than the 

current practice. The infrastructure was never designed for this. What leads to optimisation on a day-to-day basis simul-

taneously creates increasing vulnerability, as disruptions can spread much more quickly and over a wider area.  

• The European interconnected system obeys simple physical laws. If these are ignored - which is currently happening in 

many areas - a system collapse with catastrophic consequences is imminent, as no one knows how long it could take until 

this system can be restarted. Not to mention the unimaginable cascading failures and lengthy restart times in many other 

areas. This threatens longer-term and severe supply interruptions and bottlenecks for which our just-in-time society is 

not prepared. 

• A successful energy transition requires a systemic and coordinated system restructuring ("energy cell system") in the 

entire interconnected system. So far, however, individual interests, national solo efforts and wishful thinking have domi-

nated the process, which is likely to lead to the greatest catastrophe in Europe since the Second World War! 
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Initial situation 

Large-scale power failures, so-called blackouts, occur again and again in various regions of the world. Europe has so far been 

spared such an event, except for regional events such as the blackout in parts of Germany/Austria/Switzerland (1976), Italy 

(2003) or Turkey (2015).  All other major blackouts such as Münsterland (2005) or Slovenia (2014) were not blackouts be-

cause there was no widespread system collapse.  

Definition of Blackout 

Therefore, a definition of the term blackout is essential for the respective consideration, as there is no uniform definition and 

at the same time a very widespread use of the term. In the media, the term is used inflationarily for almost every power 

blackout. On closer examination, this often results in completely different events, which is usually not helpful for a well-

founded discussion. 

In this context, a blackout is understood to be a sudden, supra-regional and prolonged power, infrastructure and supply fail-

ure that covers large parts of Europe or at least several countries. Help from outside is not possible. Therefore, it is by no 

means just a power blackout. This would only be the trigger event for a catastrophe with serious consequences. 

The European interconnected system is one of the largest and most reliable power supply systems in the world. Neverthe-

less, there are increasing indications that such an event could also occur in Europe. Even if the energy supply companies go 

to great lengths to prevent such an event, there is no one hundred percent certainty. This was already stated in 2015 by the 

European transmission system operators in the ENTSO-E report on the blackout in Turkey:  

“A large electric power system is the most complex existing man-made machine. Although the common expectation 

of the public in the economically advanced countries is that the electric supply should never be interrupted, there is, 

unfortunately, no collapse-free power system.” [ENTSO-E (2015). S. 46.] 

The final report on the last major disruption to date on 24 July 2021, which resulted in a grid disconnection between the 

Iberian Peninsula and the rest of the system, was also emphatic:  

“The incident revealed that the limits of stable system operation can be reached, even if all security evaluations 

are executed correctly and timely. With the increase in distributed generation connected to the grid to achieve the 

de-carbonisation of the energy system, non-compliance with the technical requirements of the binding EU network 

codes may generate uncontrollable and unmanageable breaches of the security of the electricity system.” 

Such "non-compliance" also occurred in Poland on 17 May 2021, when the world's largest coal-fired power plant with a pow-

er loss of 3.6 GW was disconnected from the European interconnected system. In the previous planning and safety architec-

ture, however, only a simultaneous loss of 3 GW would have been permissible. Therefore, fortunate circumstances probably 

also contributed to the fact that no major European disruption occurred. 

Far more than just a power failure 

Therefore, it is not only the energy supply companies that need to prepare for such a possible event, but society as a whole.  

A Europe-wide power, infrastructure and supply failure ("blackout") would not only lead to a large-scale power failure, but 

also to a devastating and completely underestimated chain reaction in almost all critical infrastructures (CRITIS). The almost 

simultaneous loss of production and logistics across Europe would immediately interrupt the basic supply of vital goods and 

services to the population.  

In many production areas, serious damage and lengthy restart times would also have to be reckoned with, as individual ex-

amples of regional power outages show time and again. What is relatively easy to compensate for in individual cases, leads 

de facto to an underestimated exponential escalation in the case of a large-scale outage [cf. CSH (2020)]. 

Due to the generally very high level of supply security in all areas of life, there has been neither corresponding experience 

nor adequate precautionary measures in Europe to reduce potential damage. This would have a particularly dramatic effect 

on the unprepared population, which in turn would have an impact on the availability of personnel and thus on the recovery 

time of logistics [cf. ACPP (2021)]. A vicious circle that would then be almost impossible to break. 
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Before the second part takes a closer look at the effects of a blackout and the possible precautionary measures, the first part 

shows why a blackout in Europe is a very real and underestimated danger. 

The European interconnected system in transition 

The European electricity supply system of the Regional Group Central Europe (ENTSO-E/RG CE) comprises 27 countries and 

stretches from Portugal to eastern Turkey and from Sicily to Denmark. Since 16 March 2022, there has been emergency syn-

chronisation with the Ukrainian and Moldovan electricity grids.  

This represents a functional unit that only works as a whole. Disruptions in this system can in principle spread over a large 

area, even if corresponding safety mechanisms are implemented to prevent this. In addition, there is a network to neigh-

bouring grid regions of the ENTSO-E (European Network of Transmission System Operators for Electricity), which comprises a 

total of 43 transmission system operators from 36 European countries. 

Major disruptions as warning signals 

On 8 January 2021 and 24 July 2021, two major disturbances occurred in the ENTSO-E/RG CE grid, in which the Central Euro-

pean grid was separated into two sub-grids. Compared to the most severe grid separation to date on 4 November 2006, 

these grid separations were very mild. At that time, 10 million households in Western Europe had to be disconnected from 

the grid within 19 seconds to prevent a Europe-wide collapse.  

On 8 January 2021, "only" large corporate customers in France and Italy were affected, who had generally contractually 

agreed to an emergency disconnection and were paid for it. In the second major disruption and grid disconnection on 24 July 

2021, around 2 million customers on the Iberian Peninsula had to be disconnected from the electricity grid to prevent any-

thing worse. 

Thanks to the continuously improved precautionary and communication measures of the European transmission grid opera-

tors since 2006, the disruptions  were eliminated and excellently controlled after about one hour in each case. Nevertheless, 

such a grid interconnection is not trivial and repeatedly leads to total failures in the simulation. In addition, there have been 

"only" three other major disruptions with grid disconnection in the history of the interconnection so far: in 2003, blackout in 

Italy, in 2006, across Europe, and in 2015, blackout in Turkey. 

Therefore, no one knows whether the planned safety mechanisms will also take effect in time and adequately in the  event of 

the next incident. In the worst case, there could indeed be a Europe-wide blackout. There are a number of indications of this. 

Risk assessment 

The two major disruptions in 2021 could be understood as a serious warning and "weak signals" in the sense of "managing 

the unexpected" [cf. Weick et al. (20102)]. Previous risk assessment methods and probability of occurrence calculations are 

not applicable or misleading due to the lack of evidence for High Impact Low Probability (HILP) events. HILP events - also 

often referred to as Black Swans [cf. Taleb (2012), Taleb (20135)] - require other approaches, such as the concept of antifra-

gility [cf. Taleb (2013)] or the methods of risk ethics [cf. Mukerji et al. (2019)], which do not focus on probability but on the 

potential damage in order to derive the necessary requirements for action. However, such an approach is still lacking in many 

areas. Many precautionary measures concentrate on prevention and are often limited to the consequences in the power 

supply system, which is clearly too short-sighted [cf. ITA et al. (2022)]. 

Even if the author or the Austrian Armed Forces [cf. BMLV (2019, 2021, 2022)] assumes a blackout within the next five years, 

this statement cannot be scientifically proven, as there is no evidence for it. In risk communication, however, it is impossible 

to persuade anyone to take precautions if statements such as "very unlikely, low probability, etc." are made on the basis of 

historical experience [cf. the turkey illusion further below]. 

Therefore, it is ethically and morally justifiable to make such a clear announcement because, as will be shown in part two, 

there is an enormous potential for damage that could be significantly reduced with appropriate precautions. Therefore, eve-

rything that only contributes to a false sense of security should be refrained from in communication. The Corona pandemic 

and the war in Ukraine should have taught us this by now. 



  

 Seite 5/28 Herbert Saurugg, MSc 

Präsident der Österreichischen Gesellschaft für Krisenvorsorge 

► +43 660 3633896 ► herbert.saurugg@gfkv.at 

Österreichische Gesellschaft für Krisenvorsorge 

Unterreit 23/5, 5751 Maishofen | IBAN: AT95 3503 5000 0011 8125 

► www.gfkv.at ► kontakt@gfkv.at 
 

► Information ► Vorsorge ► Sicherheit 

  

Increasing compensatory measures 

The fact is that the costs in the European interconnected system have been rising for years in order to maintain grid stability. 

The Austrian congestion management costs, i.e. the costs to avert a blackout, have exploded within a few years from 1.1 

million euros in 2012 to 439 million euros in 2021. Instead of two interventions, more than 300 interventions were required 

in one year. Although these expenses decreased significantly due to the electricity market separation between Germany and 

Austria in October 2018, 2019 and 2020, they literally exploded again in 2021. The causes lie primarily in the lack of system 

adaptation to the greatly changed framework conditions, which is due, for example, to the inadequate power line infrastruc-

ture. On the other hand, the volatile electricity generation from photovoltaic and wind power plants requires more and more 

balancing measures, as the necessary buffers and storage systems are lacking. 

Permanent balance 

A point that is neglected in many current considerations is that in the alternating current system the balance between gener-

ation and consumption must be permanently balanced, i.e. during 31.5 million seconds per year, with a relatively low toler-

ance limit. Otherwise the system collapses. In the considerations of the energy transition, however, only balances over the 

course of a year are often considered, but these are of secondary importance for the immediate system security. 

Until now, this balancing act was relatively easy in the large-scale system with a few thousand controllable large power 

plants. The changing consumption could be well balanced. With the energy transition, however, the number of barely con-

trollable generation plants is increasing significantly and at the same time the availability of controllable power plants is de-

creasing. Instead of a few thousand power plants, there are now millions of plants, which also significantly increases the 

complexity of the overall system. 

Reduction of the system-critical spinning reserve 

An essential guarantor for the very high stability in the European interconnected system are the synchronous generators of 

the large power plants that produce the electricity. These rotating masses ("instantaneous reserve") represent an inherently 

available energy store that can buffer energy surpluses that occur at short notice and cushion load surges. They represent a 

kind of "shock absorber". The synchronous generators also generate the frequency of the alternating current, which express-

es whether there is a power shortage or a power surplus in the overall system. Control interventions can be made in a tar-

geted manner via the frequency, independent of IT, and thus the overall system can be kept stable. 

Due to the energy transition and the resulting forced extensive shutdown of conventional power plants, there is a strong 

reduction of these system-critical elements. Photovoltaic (PV) and wind power plants do not have this central system func-

tion per se. Wind power plants also have rotating elements, but often no direct copying because the electricity is fed in via 

inverters. Where it would be possible, this only works for a very short time. The continued operation of the generators re-

quires extensive conversion measures, which is already happening in individual cases. Replacement solutions with large bat-

tery storage units and power electronics must first be implemented on a large scale. But even they will never be able to 

completely replace synchronous generators.  

In addition, in recent years many resources such as power plants or battery storage systems have been optimised primarily 

to achieve a maximum return and therefore do not behave in a way that is beneficial to the system per se. There is the prob-

lem of looking at and optimising individual parts and also the lack of understanding of the system, which was promoted by 

the EU market liberalisation ("unbundling") - with the best of intentions - in order to break up the old monopoly positions of 

the large energy suppliers. A quick-and-dirty solution that focuses on the symptom and can be implemented quickly, while a 

fundamental solution tries to eliminate the cause of the problem. Quick-and-dirty solutions can usually be applied more 

quickly, but in the long term they make the actual problem worse, while fundamental solutions often bring significant disad-

vantages in the short term and only turn out to be beneficial in the long term [cf. Ossimitz (2006)]. This is a problem that runs 

through the entire energy transition. 

But infrastructure projects in particular need long-term planning security. However, this hardly exists any more, since the 

political framework conditions change within a very short time, as the discussed gas phase-out and the extension of the life-

time of coal-fired power plants show. Every new intervention leads to delayed effects and less and less willingness to invest 

in infrastructure. In the worst case, the state will have to take over this task again in order to guarantee security of supply. 
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The ostensible profits and efficiency gains of recent years will then be wiped out again in a very short time, and taxpayers will 

have to pay for them once more.  

Many plants can no longer contribute to system stability. This inevitably increases the fragility and susceptibility to failure of 

the interconnected system. Technically, much more would be possible than is prescribed and implemented today. The rea-

sons for this are complex: from a lack of overall systemic understanding to isolated economic considerations. 

Germany sees itself as a great pioneer in the energy transition. However, a closer look reveals that numerous steps are not 

being implemented systemically, which also leads to the European interconnected grid becoming increasingly fragile. On the 

one hand, the focus was almost exclusively on the expansion of wind and solar power plants, which have very volatile gener-

ation characteristics that can be planned to a limited extent. However, plannability is crucial in a fragile system such as the 

European interconnected system. So far, the large-scale system has been able to cope with these interventions. Therefore, in 

many areas there is also the conviction that this will simply continue, which could turn out to be a big mistake. This fallacy is 

also called the turkey illusion [cf. Taleb (20135). 

Turkey-Illusion 

A turkey that is fed day after day by its owner assumes, based on its daily positive experiences (feeding and care), that the 

owner only means well with it. The turkey is missing the most essential information that this care only serves the purpose 

that it will be eaten in the end. On the day before Thanksgiving, when turkeys are traditionally slaughtered, it experiences a 

fatal surprise. This metaphor describes the frequent handling of events that are rare but have enormous impact, High Impact 

Low Probability (HILP) events, extreme events ("X events") or strategic shocks [see Casti (2012), Casti et al. (2017), Thurner 

(2020)]. We like to confuse the absence of evidence with the evidence of the absence of events [cf. Taleb (2013)]. 

Lack of systemic implementation 

As is so often the case, it is not the knowledge or the available technology that fails, but the concrete implementation. In a 

system restructuring, as is currently happening in the European interconnected system, this would have to take place at the 

same speed as the other measures. However, this is not the case in many areas.  

The expansion of transmission lines is a massive problem in almost all countries and often meets with great resistance from 

citizens. For example, it was originally planned that the German north-south connections, in order to be able to transport 

wind power from northern Germany - if it is available - to the consumer zones in southern Germany, should be completed by 

the nuclear phase-out at the end of 2022. As things stand at present, the first main line ("Suedlink") is not expected to be 

completed until 2028 at the earliest. How this is supposed to work if the phase-out plan is adhered to at the same time re-

mains a mystery. Either the lines are not necessary, or significant problems are to be expected. 

In the next few months, conventional power plants will be shut down on a large scale - as they were last year - without an 

equivalent replacement being available. Some power plants will therefore be placed in the grid reserve so that they can be 

additionally ramped up in the event of a foreseeable long-term energy shortage. In the case of short-term events or disrup-

tions, however, they could not be deployed quickly enough. Moreover, these costs are in turn "hidden" in the grid charges 

and passed on to the customers. 

Thus, by the end of 2022, a total of around 22 GW of nuclear and coal-fired power plant capacity with an annual electricity 

production capacity of around 128 TWh is to be taken off the grid and decommissioned. In addition, more and more power 

plant operators want to exit early because it is no longer profitable to operate them. However, this could still change due to 

rising electricity prices or developments such as the war in Ukraine. 

At the beginning of January 2021, German and in January 2022 French coal-fired power plants had to go back online, which 

were actually selected for an early shutdown because demand coverage was at risk.  

This is because the expansion of new generation plants is also usually severely delayed. For example, it has been pointed out 

for years that without new subsidies many German wind power plants cannot continue to be operated economically or that 

they will have to be dismantled due to the expiry of temporary operating licences. Upgrading ("repowering") is not expedient 

or possible at every location. The self-set targets by 2030 are thus hardly achievable. 
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Quite apart from the fact that it is not enough just to install wind power and PV systems. Behind this, the entire infrastruc-

ture must be adapted and expanded, which has hardly been addressed so far. Without rotating mass and quickly deployable 

replacement power plants, such as gas-fired power plants, the coal phase-out will not succeed. The German nuclear phase-

out is de facto irreversible. Therefore, depending on how one looks at it, between 23 and 43 GW of capacity from gas-fired 

power plants would have to be added in Germany by 2030. That would be an enormous challenge in itself. However, Germa-

ny - like other countries - imports a lot of gas from Russia. The Russian war of aggression against Ukraine and the associated 

sanctions have created enormous uncertainty here. The plans to replace this gas in the short to medium term with supplies 

from other countries will probably remain wishful thinking, as the infrastructure and also the capacities for this are lacking, or 

the prices will not be affordable. 

The announced expansion of nuclear power plants in France is also only an announcement for the time being. The average 

age of French nuclear reactors is 36 years. Therefore, with a current construction time of 10 to 15 years, it is not about ex-

pansion, but only about the replacement of old plants, which already have to be taken off the grid more and more frequently 

for safety reasons, such as in the winter of 2022. The previous exporter had to import massively itself. 

If the currently fixed German coal and nuclear phase-out is maintained until the end of 2022, it is foreseeable that critical 

time windows will arise in the coming months where area shutdowns can no longer be ruled out in Europe to protect the 

entire system, especially if the gas crisis continues or even worsens. In France, there were already corresponding prepara-

tions and announcements for the winter of 2021/22, which did not have to be activated thanks to the very mild winter.  

There are always significant divergences in electricity production from renewable sources, even though the weather forecast 

models are becoming better and better. These imbalances must then be compensated for at short notice by other power 

plants within the framework of what are termed redispatch measures. These replacement measures are usually quite expen-

sive and are paid for by the customers through the grid fees. For this, however, power plants that can be called up quickly, 

such as pumped-storage or gas-fired power plants, are needed. 

As early as March 2021, the German Federal Court of Audit warned of a possible shortfall in Germany [see Bundesrechnung-

shof (2021)]. 

In many areas and also among decision-makers, there is often a lack of the most basic knowledge, such as according to which 

physical laws the power supply system functions or what consequences increasing complexity has on the controllability of 

systems. Often it is only about individual aspects and hardly about systemic interrelationships. Therefore, the consequences 

of decisions are often not realised or simply ignored. 

Therefore, there is often a lack of indispensable system adaptation, starting with the lack of storage and buffers, new decen-

tralised structures and ending with the lack of transport lines for supra-regional exchange. In addition, electricity no longer 

has to be distributed in one-way traffic, but consumers are also increasingly becoming producers, so-called prosumers. This 

repeatedly results in large load flows in the opposite direction, for which the system, the lines and the protective devices 

were not originally designed. This increases the fragility of the system and drives up the electricity costs due to the necessary 

adjustment measures. This alone would not be a problem if every actor did not by definition pay attention to self-

optimisation. Above all, this concerns business optimisation. Here, once again, our either-or thinking proves to be an obsta-

cle. With both/and thinking, the contradictions would be much easier to resolve and manage. Functional units consisting of 

volatile generation plants, storage facilities and units that can be regulated quickly would contribute to system security and 

be more economically optimal to operate and provide added value for society.  

The fact that each member country of the interconnected system is more or less pursuing its own energy transition with 

different objectives and directions is also not conducive to system security. It is also irrelevant whether it will still work out 

99.99 percent of the time. The power supply system knows no tolerance; the balance must be ensured 100 percent of the 

time. Otherwise there will be a system collapse. 

All want to import 

Due to the simultaneous German nuclear and coal phase-out, the reliably available power plant capacity is rapidly decreas-

ing. This problem could be significantly exacerbated by the gas situation. For example, the German Federal Audit Office 

warned as early as March 2020 that there would be a shortfall in the coming years [see Bundesrechnungshof (2021)]. The 

German government therefore wants to import more from neighbouring countries in the future, should shortages occur.  
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However, most of Germany's neighbouring countries are also reducing their power plant capacities and also frequently im-

port electricity from Germany when the available power plant capacity becomes scarce. 

France, the previous main exporter, is also coming under increasing pressure. In January or early April 2022, there were few-

er reactors online than ever before at this time. Fortunately, the winter of 2022 was very mild, so there was no escalation 

and no possible power shortage.  

Again and again we hear that the wind is always blowing somewhere in Europe and that all we have to do is expand the line 

infrastructure accordingly. However, this claim cannot be substantiated. At the same time, an increase in extreme weather 

conditions is to be expected due to the climate crisis: both more wind, as in January/February 2022, and supraregional wind-

less periods and significantly less wind power production than usual, as in 2021 [cf. APCC (2014)]. 

Therefore, with the steadily decreasing and reliably available power plant capacity, the risk of major disturbances or power 

shortages increases [cf. Paulitz (2020)]. The fragility of the system increases. 

Increasing centralisation 

The transport infrastructure is lacking for a large-scale exchange of services. Therefore, the existing infrastructure is increas-

ingly utilised and the physical limits are exhausted. In the worst case, missing reserves can no longer absorb disruptions. This 

problem will also be exacerbated in the coming months by an EU requirement that at least 70 percent of the technically 

available capacity must be made available to cross-border electricity trade via border interconnection points by 2025. What 

leads to improved exchange and lower prices in everyday life can lead to large-scale disruptions, even a blackout, in the 

event of stress - as on 8 January 2021. If a system has hardly any substructures [cf. Vester (20118)] and is utilised more and 

more frequently, fragility and susceptibility to disruptions increase [cf. Taleb 2013; Dueck (2015)].  

The desire of politicians and electricity traders for a "European copper plate" is understandable, but lacks any reality and 

ignores physical framework conditions and laws. This was noted by the German Federal Court of Auditors in its report on the 

"Implementation of the energy transition with regard to security of supply" in March 2021 [Bundesrechnungshof (2021)]:  

"The bottlenecks in the electricity grid are not expected to be eliminated by 2025. (..) The Federal Court of Audit 

maintains that key assumptions on which the current assessment of security of supply in the electricity market is 

based are unrealistic or outdated."  

"Moreover, the assumptions of the BMWi on the security of electricity supply are partly too optimistic and partly im-

plausible. For example, the BMWi has not examined any scenario in which several foreseeable factors come together 

that could jeopardise security of supply." 

"However, the expert opinion used by the BMWi does not contain a scenario that combines various foreseeable risks 

to security of supply, e.g. that grid expansion is delayed and cross-border transmission capacity is restricted at the 

same time. The BMWi has also not examined any corresponding scenarios." 

"The BMWi has rejected a consideration of scenarios in which several foreseeable risks occur simultaneously. Such a 

"stacking" of risks would not make sense according to the current state of the technical discussion on monitoring se-

curity of supply in the electricity market." 

Lack of storage and buffers 

A central challenge is that so far and for the foreseeable future, the necessary storage and buffer systems are lacking to be 

able to balance the volatile generation from renewable sources at any time and to replace conventional power plants. This 

problem is not limited to the instantaneous reserve already described, but also affects all other time ranges, from inherent,  

to second, minute, hourly, daily, weekly and even seasonal storage.   

In Europe, a so-called "dark lull" occurs time and again, i.e. a period of up to two weeks when there is hardly any wind, nor 

does the sun shine. Such periods must also be managed, even if they occur only rarely. This would require an almost com-

plete shade infrastructure. Alternatively - if society could agree on it - planned area shutdowns through power shortage 

management would also be conceivable [cf. Paulitz (2020)]. However, these would cause just as much damage, at least until 

it had been established. Something that hardly anyone will seriously address at present, as it could "unsettle the public". 

However, burying one's head in the sand has never worked. Quite the opposite, as the flood disaster in the German Ahr val-
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ley in the summer of 2021 also showed. The warnings came far too late and cost many people their lives. Not to mention the 

immense damage, at least part of which could have been prevented by early warning and evacuation. 

But there are also always individual days when there is hardly any production from renewable energies (RE). So far, these 

gaps could be filled by the still existing conventional power plants.  

While in Austria there is at least theoretically around 3,300 GWh and in Switzerland around 8,800 GWh of (pumped) storage 

capacity available, in the whole of Germany there is only around 40 GWh, even though 300 GWh of the Austrian capacity 

belongs to German companies. There are also no significant expansion plans or opportunities in Germany. Possible projects 

also often fall victim to citizen resistance.   

With its current storage capacities, Germany could not even cover 1 hour of its own electricity consumption (between 60 and 

80 GW). Not to mention the fact that only about 11 GW of bottleneck capacity from (pumped) storage power plants is avail-

able, i.e. can be called up at the same time. In Europe as a whole, about 103 GW of pure storage capacity is available, of 

which 47 GW is pumped storage capacity.  

Electromobility or home storage are also often brought into play as solutions. These can make a contribution. However, the 

dimensions are often underestimated. If the wind blows optimally today in the Austrian province of Burgenland, where a lot 

of wind power is produced, about 18 GWh of surplus power is produced on one day. This cannot be consumed in Burgenland, 

which has about 300,000 inhabitants and no large consumers worth mentioning, and must therefore be consumed else-

where, stored temporarily or turned off. If one wanted to temporarily store this amount of energy in average Tesla S vehicle 

storage (75 kWh), one would need about 240,000 Tesla S that could be fully charged in one day from an unloaded state. If 

the wind stops blowing the next day, as happens more often, about 80,000 Tesla S would be needed just to supply Burgen-

land, but they would then have to be fully discharged. If you were to use home storage for this, you would need about 7.5 

times the amount. Purely arithmetically - because in reality, such storage units may never be fully discharged. 

The energy transition so far has ignored the fact that conventional power plants have integrated storage in their primary 

energy (nuclear fuel rods, gas, coal, oil). In the future, there will be rising consumption that is increasingly difficult to forecast 

and, at the same time, volatile electricity generation. Two things that can hardly be reconciled without a corresponding ad-

justment of the system. 

Power-to-X 

For seasonal storage, "Power-to-X" is seen as a great hope, especially the use of hydrogen. In principle, this sounds very 

tempting, since the gas grid already provides an infrastructure that can be used for this purpose. Unfortunately, people like 

to hide the fact that there are still considerable challenges to be overcome. This begins with the necessary infrastructure 

adaptation measures (tightness of pipes), the construction of correspondingly powerful electrolysers, and ends with the 

missing, but absolutely necessary and constantly available surplus energy to be able to produce hydrogen at all at justifiable 

costs. At the same time, large conversion losses are associated with the storage and then conversion to electricity. In addi-

tion, hydrogen will be needed on a large scale in many industrial processes in order to reduce CO₂ emissions. 
The announcement of a large wave of financial support has triggered a gold rush of promising announcements. It is to be 

expected that one or the other "gold nugget" will be found. However, it is not to be expected that a major breakthrough and 

widespread implementation will be possible in the short term. Rapidly implementable solutions are needed in the near fu-

ture, however, and not in 10 or 20 years.  

On the other hand, little is said about the potential "side effects", such as those of the water vapour that would be released 

on a large scale during reconversion to electricity. In the same way, the side effects of the planned methanisation must be 

taken into account. Here the effects are already known: Methane is significantly more harmful to the climate than CO₂. This 
issue also affects biogas plants. Hence, again and again the systemic principle: Only those who know and understand the 

whole also understand the details, and not vice versa. 
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Insufficient considerations 

Generally speaking, there is no form of energy without side effects. Many resources are also needed for wind and PV plants, 

which is unfortunately usually presented in a very distorted way. The individual plant is small and manageable. If the con-

crete power balance were considered over a year, things would look quite different.  

Due to an incorrect approach, apples are often compared with oranges, or average values are used that are hardly relevant 

for system security. For example, 123 GW of installed wind and PV capacity in Germany with a simultaneous consumption of 

60 to 80 GW sounds like a lot. But if you know that so far an actual output of more than 60 GW has only been generated on a 

few days a year, things look very different. Things get even bleaker if you take out individual outliers like the one on 16 No-

vember 2021. On this day, just 0.23 GW was produced by wind and PV plants at the minimum. Calculated over the whole 

day, just 0.05 TWh was generated by wind and solar power, with a consumption of 1.46 TWh. For such days alone - even if 

they only occur sporadically - an almost one-hundred-percent shadow infrastructure would have to be kept in place or large-

scale shutdowns would have to be carried out to prevent a system collapse. 

The comparison of the costs of a kilowatt hour (kWh) from nuclear, gas, coal, PV or wind power plants is also generally mis-

leading. Here, the essential factor of a reliable supply over a defined number of hours per year is simply disregarded. There-

fore, there is no usable and serious comparative value, even if this is what people like to convey. This is because the neces-

sary additional measures, such as storage, would also have to be taken into account in order to establish comparability. 

However, the environmental costs caused by fossil power plants are not taken into account either.  

For system security, only the fixed calculable contribution counts in order to be able to ensure the permanently necessary 

balance. In other words, not statistically calculated over the year, but plannable, reliable and constant. This requires much 

more than just one generation plant. What is missing here is an honest and transparent presentation on both sides. Facts 

look different. 

A wind turbine in itself seems to be very low in resources and there are no costs for primary energy. However, if the quanti-

ties of steel and concrete required for the base, including the associated CO₂ emissions, and the necessary number of tur-
bines to be able to generate a comparable amount of energy to conventional power plants are added together and the nec-

essary storage resources and storage costs are also added, the presentation looks completely different. In addition, wind 

power plants are often built far away from consumer centres, which also requires an additional line infrastructure, which is 

also often ignored. Only those who know and understand the whole also understand the details and not vice versa. 

Therefore, we need an honest and objective discussion here. The same applies to the consideration of the total costs of fossil 

or nuclear plants, which are also usually swept under the carpet. If we want to create a broadly accepted and functioning 

energy supply with the energy transition, then we need the corresponding transparency. False promises - such as "the energy 

transition is no more expensive than a scoop of ice cream" - only harm this goal. 

One of the biggest hurdles is our "either-or" frame of thinking. To deal with complexity, however, a "both/and" framework of 

thinking is needed. For example, in that CO₂ emissions can be significantly reduced with generation plants from renewable 

energies and that, at the same time, other system elements are also necessary in order to be able to continue to guarantee 

the very high level of supply security to which we have been accustomed up to now.  

Electricity market 

As if these were not enough challenges, electricity trading is also a critical player. The liberalisation of the electricity market 

more than 20 years ago has brought many benefits, but there are also downsides that are often ignored. In June 2019, for 

example, German electricity traders brought the system to the brink of collapse after they exploited a regulatory loophole. 

Despite warnings and the prospect of high penalties, loopholes continue to be exploited.   

For example, there were 141 frequency anomalies in 2020, 175 in 2021 and over 55 in the first two months of the current 

year, which can be attributed to operationally optimised power plant scheduling. In these deviations, half to two thirds of the 

reserve that is kept for unplanned power plant outages is repeatedly misused for balancing measures. It is known how this 

abuse could be stopped, but the necessary regulation has not been implemented to date. If there are additional power plant 

outages, which is more likely with the timetable change, this could trigger a domino effect.  
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In addition, electricity prices in Europe have risen significantly since autumn 2021. While the average price for a megawatt 

hour (MWh) of electricity on the electricity exchange was around 35 euros in Germany in 2015-2020, this rose to 94 euros in 

2021 and was even around 155 euros per MWh in the first two months of 2022. In Germany, a high volatile share of renewa-

bles even leads to extremely high variances within one day, but also during several days. Prices in the first two months of 

2022 have thus varied between 0 and 400 euros, with up to 250 euros spread within one day. This not only has an enormous 

impact on system stability and on customers' electricity bills, but also tempts them to speculate, as high returns can be asso-

ciated with it. 

Supraregional electricity trading, as pushed by the EU and to be significantly expanded by 2025, also contributed significantly 

to the major disruption on 8 January 2021. On this day, an overload occurred in a busbar coupling at the Ernestinovo substa-

tion (Croatia) at 14:04, which then duly shut down for self-protection. This led to an overload of 14 items of equipment in 

south-eastern Europe, causing the European interconnected grid to split in two. The result was a massive frequency increase 

to 50.60 Hertz in south-eastern Europe and a frequency collapse to 49.74 Hertz in north-western Europe caused by the pow-

er imbalance that occurred. In the south-east there was a power surplus of 6.3 GW, which was simultaneously missing in the 

north-west.  

The very steep frequency drop or rise indicates that there was already too little instantaneous reserve that would have had 

to cushion such a serious power change. On the other hand, there was a high electricity import of about 6.3 GWh in Spain 

and France at that time, which indicates that the supraregional electricity trade led to the overload.  

The busbar coupling in the Ernestinovo substation had also not been classified as system-relevant until then and was there-

fore not included in the ongoing safety calculations. This raises the question of how many more such unobserved breaking 

points there could be. There are many model assumptions without concrete measured values, because that has sufficed up 

to now. Due to the challenges described, however, monitoring would have to be expanded significantly. Particularly at the 

distribution grid level, there are many white spots, and at the same time, the greatest upheavals are taking place there. 

Decentralised functional units ("energy cells") 

Many new installations are being added to the distribution grids: millions of micro power plants, e-charging stations, heat 

pumps or air conditioning systems as large consumers, for which the infrastructure was never designed. Countless new play-

ers who want to participate in the electricity market must also be integrated and networked. System complexity is increasing 

and increasing. 

The particular problem here is that an increasingly complex system cannot be controlled with the previously successful cen-

tral structure and logic. Instead, what is needed is an "orchestration" of this multitude of components and actors so that they 

automatically participate in ensuring security of supply.   

A centralised approach, as is currently often pushed with "smart grid" considerations, increases the central vulnerability of 

the system and should be avoided if at all possible.  

However, this requires a restructuring into robust energy cells, as the increasing complexity will not be manageable in any 

other way. Complex systems cannot be controlled centrally; they rather require decentralised autonomous units where de-

mand, storage and generation are balanced as locally or regionally as possible [cf. Vester (20118)]. Currently, problems are 

often postponed on a large scale, often according to the motto: "Out of sight, out of mind". 

In the energy cell system, cross-system synergies (electricity, heat, mobility) must also be used. It is therefore about a holistic 

energy supply in cellular structures, which first requires a comprehensive rethinking. So far, this is only visible in rudimentary 

form.  

Such an approach does not contradict the existing large-scale system, which will continue to be needed because large indus-

trial companies or cities cannot be supplied in any other way for some time. However, with these decentralised structures 

and functional units, the robustness of the overall system can be increased bottom-up and during operation, without inter-

ruptions.   

Cellular structures are not as efficient as the previous large-scale system, but this is only true until there is a major disruption 

in the form of a blackout. Then, in one fell swoop, all previous efficiency gains would be wiped out and unimaginable societal 



  

 Seite 12/28 Herbert Saurugg, MSc 

Präsident der Österreichischen Gesellschaft für Krisenvorsorge 

► +43 660 3633896 ► herbert.saurugg@gfkv.at 

Österreichische Gesellschaft für Krisenvorsorge 

Unterreit 23/5, 5751 Maishofen | IBAN: AT95 3503 5000 0011 8125 

► www.gfkv.at ► kontakt@gfkv.at 
 

► Information ► Vorsorge ► Sicherheit 

  

damage would be caused. Resilience and robustness are at odds with our purely business-motivated efficiency thinking, 

which means that we are happy to dispense with the redundancies and reserves that are essential for survival.   

The cellular structure can be derived from evolution, where all living things are organised in cellular structures. This has obvi-

ously proved its worth. What is being celebrated as the decentralised energy transition is currently anything but decentral-

ised. The entire energy transition so far only works because of the existing centralised system with the necessary storage and 

buffers. The propagated "smart grid" and flexibility measures also depend on comprehensive centralised IT networking and 

thus on increasing complexity. In addition to the danger of cyber attacks, this results in other side effects that have hardly 

been taken into account, as will also be discussed in more detail in chapter 25. 

The increasing digitalisation of the power supply system also increases the interdependencies: without power, no IT. Without 

IT infrastructure, no power supply. Experts fear that even today a possible grid reconstruction could fail because more and 

more protective devices are being automated and there are hardly any non-digital fallback levels.  

In addition, more and more digital applications are emerging on the electricity and flexibility market. What creates added 

value in everyday life could quickly turn into the opposite, as demonstrated, for example, by the serious cyber attack on the 

largest oil pipeline in the USA in May 2021 or on the tank logistics company in Germany in February 2022. At the time of 

writing, it is still unclear what impact the failure of around 6,000 satellite modems will have on the associated German wind 

turbines. So far, we seem to have got off lightly.  

There does not always have to be an intention to cause damage. An out-of-control cyber-attack - as seems to be the case 

with the satellite modems - or even just a serious malfunction, can also quickly lead to problems in the physical world, pri-

marily in a system with such a fragile balance. See also the 2013 I&C disruption in Austria.  

In addition, there is now an increasing shortage of skilled workers not only in the IT sector, but also in the classical electrical 

engineering sector. This makes the operation, maintenance and conversion of plants increasingly difficult. 

But here, too, an energy cell system could provide a remedy, since smaller units and structures are easier to control and 

convert. A lot of IT support will also be needed in the cells, but in a different form and requirement than in a centralised 

system. Cells are also more fault-tolerant than centralised structures, where much more far-reaching consequences can be 

expected immediately. 

Ageing infrastructures 

Another aspect of increasing fragility comes from an infrastructure that is coming to the end of its life and use ("Ageing Infra-

structures"). The majority of power plants and infrastructure are 40 to 50 years old, some even older. This means that far-

reaching innovations would have to be introduced in the next few years. However, this does not pay off under the current 

purely economic considerations and the uncertain framework conditions. Investments are therefore postponed, which in-

creases the susceptibility to failure. If investments are only made when it pays off, it is already too late.  

In Germany alone there are said to be more than 1,150 large transformers, of which probably more than 500 are already 

over 60 years old and have actually reached the end of their life cycle. Irreversible ageing processes take place in transform-

ers, which is probably accelerated by the increasingly demanding operation. These would therefore have to be replaced in 

the foreseeable future.  

However, the German production capacity is only 2 to 4 units per year. In addition, many additional and new plants will be 

needed as a result of the system conversion and a rapid upscaling of production capacity cannot simply be achieved over-

night. 

The liberalised electricity market has led to the reduction of reserves and redundancies in many areas. What may be ac-

ceptable in other areas of infrastructure could end badly in the case of the vital electricity infrastructure. 

Resonance effects 

Another phenomenon that has hardly been considered so far is possible resonance effects between the inverter and the 

electronic components, which lead to hardly known disturbances in the distribution grid. These effects are hardly recognised 

with the methods and individual component observations used to date. At the same time, the incidents are constantly in-

creasing and will rise significantly with further expansion.   
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If previous observations are confirmed that electronic components and insulation of lines age more quickly as a result, this 

could lead to considerable disruptions in the infrastructure sector. Experts point out that the inverters installed today must 

be replaced by a new generation as quickly as possible in order to limit the damage. But who should do that when everything 

is still working anyway? 

Extreme weather events 

With the advancing climate crisis, it is also to be expected that extreme weather events will increase in the coming years in 

Europe as well, as they have already done in Australia, California or Texas [see APCC (2014)]. This can be accompanied by 

severe infrastructure damage and failures, as was observed regionally in the German Ahr valley in 2021.  

Extreme drought, on the other hand, causes enormous problems for conventional power plants, which have to draw cooling 

water from bodies of water. At the same time, the efficiency of hydropower plants is reduced by falling water levels. In the 

other extreme case, floods or heavy rainfall events lead to problems in power generation, such as in June 2020, where a 

heavy rainfall event caused the largest Polish coal-fired power plant and, in parallel, other generation plants to fail, resulting 

in a critical supply gap.  

Pumped storage power plants can also reach their limits due to a delayed snowmelt, as in spring 2021. 

Energy cells would not be spared from such events either. However, the risk of large-scale outages could be significantly 

reduced. Cells do not per se have a higher security of supply or robustness. They do, however, help to reduce the potential 

damage, which is becoming increasingly important due to the problems outlined above. Borderless structure creates extreme 

dependencies and vulnerabilities. 

Increasing power consumption 

The intended decarbonisation of many sectors (mobility, heating, industry, etc.) will make it necessary to replace fossil fuels 

with electricity. For example, digitalisation, e-mobility, heat pumps and air conditioning systems will lead to a foreseeable 

further increase in electricity demand. In addition, these applications have very high peak loads, for which the previous infra-

structure, especially the distribution grids, was not designed. Therefore, massive reinforcements and adjustments would 

have to be made. This will only be possible to a limited extent in the foreseeable future. Therefore, considerable problems 

are emerging at the distribution grid level if too many feeders (PV) or loads overload the grid at the same time. 

Reducing energy demand 

In order to be able to really drive forward the energy transition and at the same time not further endanger the existing sys-

tems, it will not be possible without a fundamental reduction in energy demand. Everything that does not have to be needed, 

produced and stored contributes most quickly to achieving the goals. There is still great potential here before the often 

feared loss of comfort occurs. Here, too, a more conscious approach and thinking beyond system boundaries is needed in 

order to make the best possible use of the synergy potentials. In nature, decentralisation, fault-friendliness/tolerance and 

diversity have emerged as essential success concepts for (super)viable complex systems, in addition to the reduction of ener-

gy and resource requirements [see Vester (20118)].  

Increasing blackout risk 

With this comprehensive, though still long inconclusive, systemic view, it is hoped that we have succeeded in conveying that 

an increasing blackout risk is obvious and should therefore not be ignored. At the same time, it is worth repeating that HILP 

events are not about calculating the probability of occurrence, but rather about the potential damage that can be caused by 

such an event. This is now considered in more detail in the second part. 

Summary 

This non-exhaustive list of current developments addresses a number of problems that could endanger the security of supply 

in the European interconnected system. In general, it is not the knowledge or the necessary technology that is lacking, but 

the systemic implementation. In most cases, one-sided and short-sighted considerations lead to the problems and the poten-
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tial long-term negative effects are readily ignored. The ever-increasing business and market-oriented focus leads to an ever-

increasing self-optimisation with a lack of a view of the whole. For example, fewer and fewer plants can contribute to system 

stability because this is no longer specified and demanded accordingly. A system is more than the sum of its parts, which is 

criminally disregarded. This inevitably increases the fragility and susceptibility to failure of the interconnected system. 
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A blackout and its consequences 

In the event of a Europe-wide major disruption in the form of a blackout, a massive power imbalance in the European inter-

connected system would lead to a large-scale shutdown of resources such as power plants. This serves as self-protection 

against physical damage to the plants. In principle, there are extensive safety mechanisms to prevent such an event. Howev-

er, there is no such thing as one hundred percent safety, anywhere. 

Many safety concepts are adapted to the old energy world, which can hardly keep up with the increasing complexity and the 

developments described. This applies in particular to the massive power plant shutdowns in Germany, which means that 

even in the event of a grid separation ("system split"), as on 8 January or 24 July 2021, uncontrollable system states can occur 

if, for example, there is too little rotating mass in a sub-segment to be able to cushion the load jumps that occur [cf. section 

on instantaneous reserve above]. 

The assessment of whether something like this is really possible is disputed among experts. Until the 2006 system split, it was 

completely unthinkable. A pandemic that would turn our lives upside down within a few days was also inconceivable until 

March 2020, as was a conventional war in the middle of Europe. Therefore, the turkey illusion is worth remembering here. 

The real danger therefore does not come from the power blackout, but from the resulting and longer-lasting supply interrup-

tions in all areas of life, which could bring our current (unprepared) society to the brink of collapse within a few days. This is 

also because, due to the large-scale event, help from elsewhere is hardly to be expected, as everyone is affected themselves 

and hardly any free resources will be available.  

Even a large-scale power blackout lasting only a few hours - across several states - would already have the potential to trigger 

the most severe consequential damage in production and logistics, since neither the population nor the companies nor the 

state are prepared for such an event, as was already noted in 2010 in the study by the German Office of Technology Assess-

ment "Gefährdung und Verletzbarkeit moderner Gesellschaften - am Beispiel eines großräumigen und langandauernden 

Ausfalls der Stromversorgung" (Hazard and vulnerability of modern societies - using the example of a large-scale and long-

lasting power blackout).:  

"Due to the almost complete penetration of the living and working environment with electrically operated devices, 

the consequences of a long-lasting and widespread power blackout would add up to a damage situation of special 

quality. All critical infrastructures would be affected, and a collapse of society as a whole could hardly be prevented. 

Despite this potential danger and catastrophe, society's awareness of the risks is only rudimentary. [Petermann et 

all. (2010). p. 4.] 

"The impact analyses have shown that after only a few days in the affected area, it is no longer possible to ensure 

the nationwide supply of the population with (vital) goods and services in line with their needs." [Petermann et all. 

(2010). p. 15.] 

Social vulnerability has increased considerably in the past 10 years due to increasing interdependencies (keyword: digitalisa-

tion). The level of preparedness has tended to decrease, especially in organisations, companies, but also in the state, as 

fallback levels, reserves and stocks were often saved as "dead capital" for business management reasons. Only then did a 

possible blackout become a real and underestimated threat to society. 

Power shortage 

What is considered more likely in expert circles is a power shortage. This means that a massive shortfall in coverage becomes 

apparent days beforehand. To prevent a blackout, electricity shortage management must be carried out in the form of pre-

ventive disconnections of consumers ("brownout"). In the best case, this will only affect large consumers who have contrac-

tually agreed to do so and will also receive compensation for this. If this is not sufficient, rolling area shutdowns could also 

become necessary, such as those that had to be carried out in Kosovo or Turkey in the winter of 2021/22. In the past years, 

there were also corresponding preparations in Belgium or France, which, however, did not have to be triggered so far. In 

Switzerland, too, many companies were warned of possible rationing in the winter of 2021/22.  

However, many European companies and infrastructure operators have not yet been prepared for such a situation. There-

fore, similar to an actual blackout, rolling area shutdowns can also be expected to cause considerable damage and disrup-
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tions in other infrastructure sectors and thus in logistics as a whole. The complex interactions and interdependencies are 

often underestimated, as was already warned in the context of the Swiss security association exercise in 2014: 

"It is not the power blackout, but the prolonged power shortage that emerges as the greatest challenge in the SVU 

14 scenario. A total failure of certain critical infrastructures is very likely, because less electricity often does not mean 

that less works, but that nothing works at all. Information and communication technologies (ICT) control important 

systems (transport, telephony, warehousing, payment transactions, etc.). Today, nothing works without ICT, but ICT 

does not work without electricity. In this situation, diesel or other fuels are indispensable as a substitute for local 

electricity production. 

Maintaining the basic supply of consumer goods for the population quickly becomes centralised and very difficult to 

achieve. Moreover, since the usual communication channels are very limited, a prolonged power shortage is not to 

be underestimated, but a Herculean task for all involved." 

A prolonged power shortage could also occur as a result of a blackout, if power plants or infrastructures are damaged and 

sufficient generation and/or transport capacities are no longer available for a longer period of time. In Switzerland, such a 

scenario has been considered the most probable and at the same time the most serious risk for Switzerland since 2012.  

Consequences and duration of a blackout 

A major European disruption across several countries would immediately lead to a large-scale failure of most critical infra-

structures (CRITIS) [cf. Pertermann et al. (2010)]. This would start with the telecommunications sector (mobile radio, fixed 

network, internet), which, together with electricity, would mean that the two most important lifelines of our modern society 

would fail. This would mean that virtually all services would be cut off or only available to a very limited extent: the financial 

system (ATMs, cash registers, money and payment transactions), traffic (traffic lights, tunnels, trains, petrol stations) and 

thus the entire supply logistics (food, medicines, goods of all kinds), up to and including regional water supply and sewage 

disposal failures. Not to mention the thousands of people who could be trapped in lifts, railways or, in winter, on ski lifts. Not 

fully mobile residents of high-rise buildings would no longer be able to reach or leave their flats.  

A widespread failure of telecommunications infrastructures, for example due to a cyber-attack, could lead to similarly far-

reaching effects. An aggravated pandemic, where significantly more people fall ill at the same time, would also foreseeably 

lead to massive supply bottlenecks and failures. Our highly optimised and efficiency-enhanced just-in-time logistics have 

hardly any reserves or fallback levels to compensate for the expected far-reaching infrastructure or personnel failures.  

The fragility of logistics chains [cf. CSH (2020)] could be observed in 2021 with numerous examples. In the event of a black-

out, where large parts of Europe come to a standstill at the same time, the effects would be many times more serious. There-

fore, a global shock effect and lengthy restart times should also be expected.  

A blackout can be divided into three essential phases, which is often underestimated: 

Phase 1 - total power and infrastructure failure 

In Austria, a power blackout lasting about 24 hours is expected. Parts of the regional power supply can probably be restored 

much earlier. In other parts, it may take longer. Metropolitan areas are to be restored with priority. 

Austria has a great advantage over many other countries due to its large pumped-storage power plants that can be black-

started and regulated. This would make it possible to restore the grid much more quickly than in many other countries. 

At the European level, it is estimated that it will take about a week for the power supply to be restored to a stable level eve-

rywhere. The different estimates of whether it could take only hours, days or perhaps even weeks therefore diverge consid-

erably. 

In any case, the actual duration depends largely on the triggering event and the size of the failed area. If sufficient voltage 

can be brought in from neighbouring, non-failed power supply units, a restoration can also succeed much more quickly. If 

infrastructure was damaged during the failure or even sabotaged beforehand, it can also take considerably longer. If there is 

no longer sufficient power plant capacity available during the restart, power shortage management may also become neces-

sary. So there are very many factors of uncertainty. 
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However, many other infrastructures can and should only be put back into operation when the power supply is sufficiently 

stable and reliable. Otherwise, voltage and frequency fluctuations can cause further damage to plants and infrastructure. 

Therefore, it is advisable to wait as long as possible before restarting infrastructures and production facilities until it has been 

clearly communicated that the European interconnected system is functioning in a sufficiently stable manner again and that 

there is no threat of another immediate outage. This is also because there is extensive experience with simulator-supported 

network reconstruction training, according to which complete failures occur time and again when partial networks are inter-

connected. Quite apart from the fact that many uncertainties are to be expected during a real network reconstruction. 

In various and critical areas, emergency power generators are kept on hand for a power failure. But here, too, it is often ap-

parent that the performance and reliability are frequently overestimated, as was shown, for example, by the 31-hour power 

blackout in Berlin-Köpenick in February 2019, where the emergency power generator of the DRK clinic failed after 7 hours of 

emergency power operation. As a result, 23 intensive care patients had to be evacuated. This would not be possible in the 

event of a blackout. 

A common problem is the fuel quality of emergen-

cy power equipment, as a German study showed 

in 2014. At that time, around 60 % of the fuel 

examined was broken or defective. Only 6 % was 

faultless. 

Generally speaking, an emergency power system 

should be tested regularly over a longer period of 

time in order to be able to assume that it will 

function smoothly when needed. There are too 

many potential sources of error. 

Phase 2 – Telecommunications failure 

Most preparations also focus almost exclusively on this phase of the power blackout, which clearly falls short. Phase 2, until 

the telecommunication supply with fixed network, mobile phone and internet is largely stable again after the power black-

out, is completely underestimated. Expected serious hardware failures and malfunctions, as well as massive overloads during 

the restart, mean that a recovery time of at least several days is to be expected.  

The longer the power failure lasts, the more severe the damage, especially in backbone systems, is to be expected. In those 

regions where the power blackout lasts longer than 72 hours, it is difficult to calculate when these facilities will be restarted, 

as most of the emergency power supply will have failed by then. Then, major damage to network components, switches, 

even server hard disks, etc. is to be expected. The main problem is caused by electrolytic capacitors drying out. For the most 

part, this is not noticeable during operation. However, if the power fails, the component is destroyed when it is switched on 

again, and important links in the chain fail. This can quickly lead to a problem with spare parts, and due to the lack of com-

munication possibilities and the high demand for simultaneity, an external replacement at short notice will hardly be possi-

ble. Such failures and malfunctions can also occur in any company infrastructure, especially if it is never switched off. If this 

were done regularly, these defective parts would be noticed regularly and could be replaced in time. In many complex sys-

tems, however, switching off is no longer possible. Therefore, the expected problems accumulate here and may then strike 

at the same time. A fatal development. 

Without telecommunication supply, neither production and logistics chains nor fuel logistics nor the supply of food or medi-

cine to the population will function. Health care (hospitals, general practitioners, pharmacies, nursing, etc.) will also function 

only to a very limited extent, if at all. Hospitals do have an emergency power supply. However, this can often only supply the 

most important areas. On the other hand, there is a very high dependence on external supply and disposal services, which 

means that medical care will soon only be possible to a very limited extent. The availability of personnel can have a particu-

larly critical effect [cf. Petermann et all. (2010)]. 

At the same time, the study "Nutritional Precautions in Austria" [cf. Kleb et al. (2015)] as well as comparable studies in Ger-

many came to the conclusion that by the fourth day of a blackout-related supply interruption at the latest, around one third 

Figure 1: Phases of a Blackouts 
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of the population is no longer able to provide for itself sufficiently. After seven days, this could already affect about two 

thirds or about six million people in Austria. 

This does not even take into account tourists or commuters who will definitely be dependent on external help. There are 

neither governmental nor other provisions that could absorb such a severe event. The aid workers and their families are also 

directly affected by the consequences. Only this reckless initial situation leads to a real catastrophe.  

Although there have always been recommendations that the population should keep a personal emergency stockpile, this 

practice was discontinued in large parts of Central Europe at the latest after the end of the Cold War more than 30 years ago. 

That is the curse of the very high security of supply in all areas of life, whether it is electricity, water or food and health: there 

is always something there and if there was a problem, someone was quickly on hand to help. This will not work in the case of 

a blackout. 

Therefore, precautionary recommendations such as "Guter Rat - Notvorrat" in Switzerland , the recommendations of the 

German Federal Office of Civil Protection and Disaster Assistance (BBK) or the Austrian Civil Protection Association are more 

topical than ever. They rarely reach the general population. The Austrian Society for Crisis Preparedness (GfKV) is therefore 

trying to help with the initiative "Join in! Austria is getting fit for crises!" initiative to make the topic more socially acceptable 

again and to bring it out of the niche corner. 

The basic problem lies in the insufficient risk and safety communication to convey the need to the population. And not only 

when a crisis has already occurred, but already well before. Otherwise, it is easy to overreact, such as before the first lock-

down in 2020 with the excessive purchase of toilet paper or potassium iodide tablets in March 2022. Society lacks a general 

crisis fitness to be able to deal with extraordinary events. This has not been necessary for many decades.  

However, the corona pandemic and the upheavals following the war in Ukraine have fundamentally changed that. The war in 

Ukraine in particular has probably triggered a series of subsequent crises, especially in the logistics chains and food supply, 

which will probably occupy us for years to come and demand a great deal from the population. This makes it all the more 

important to prepare for these turbulent times and to take at least minimal precautionary measures. 

Phase 3 - Restoration 

Even if the telecommunication supply works again, the crisis will not be over for a long time. The following phase 3 will last 

weeks, months and sometimes even years, depending on the sector affected. For example, in industrialised agriculture, 

where it is expected that millions of animals could die within hours in Europe.    Longer-lasting supply bottlenecks are there-

fore very likely, since a loss in production, which can affect vegetable production just as much, cannot simply be compen-

sated for many millions of people. Added to this are the multi-layered, transnational dependencies in supply logistics. Pack-

aging materials, for example, could be a particular bottleneck. If these are not available, for example because of serious pro-

duction stoppages, products can no longer be packaged and put into circulation as usual. In our highly optimised just-in-time 

logistics, there are a multitude of possibilities why the whole chain can break down. The Austrian Com-plexity Science Hub 

(CSH) Vienna, for example, warned of this at the beginning of the corona pandemic. A collapse of entire industries is possible 

if individual links in the chain fail [see CSH (2020)]. The Ukraine war could also lead to serious disruptions in the food supply, 

as the CSH also warns in a study [see CSH (2022)].  

In general, the consequences and restart times after a large-scale and abrupt loss of power supply are massively underesti-

mated. Many preparations are only concerned with immediate precautions for the power blackout, which often results in the 

acquisition or expansion of an emergency power supply. Phase 1, i.e. the time of the power failure, is still the most manage-

able. Much more serious and catastrophic will be the significantly longer phases of restart (phases 2 and 3) in the other infra-

structure sectors and in the resynchronisation of supply logistics, which is completely underestimated in this dimension be-

cause we lack the experience. 

This affects society as a whole. Because even in not so critical areas or in general working life, a restart will only be possible 

when the basic supply is secured again. The very high level of supply security in all areas of life, especially in Central Europe, 

therefore becomes a boomerang: the necessary self-provisioning and fall-back levels are lacking. Far too many people and 

organisations simply rely blindly on constant availability: a turkey illusion. 



  

 Seite 19/28 Herbert Saurugg, MSc 

Präsident der Österreichischen Gesellschaft für Krisenvorsorge 

► +43 660 3633896 ► herbert.saurugg@gfkv.at 

Österreichische Gesellschaft für Krisenvorsorge 

Unterreit 23/5, 5751 Maishofen | IBAN: AT95 3503 5000 0011 8125 

► www.gfkv.at ► kontakt@gfkv.at 
 

► Information ► Vorsorge ► Sicherheit 

  

An inconceivable catastrophe is looming, which could end in the greatest disaster since the Second World War, as the Office 

of Technology Assessment at the German Bundestag already noted in 2010:  

"At the end of the first week at the latest, a catastrophe would be expected, i.e. the health damage or death of very 

many people as well as a problem situation that could no longer be managed with locally or regionally available re-

sources and personnel capacities." [Petermann (2010). S. 10.] 

What can be done? 

In the short term, only preparation for the event seems possible, which is also true in general: prevention, protection and 

security are important, but not enough. A "both/and" way of thinking is needed: We should be just as capable of dealing with 

and managing unexpected events [cf. Weik (20102)]. This concerns all levels. For example, preventing cyber-attacks is enor-

mously important, yet a recovery plan is indispensable, even if it is always hoped that it will never be needed. But hope alone 

is too little. This is just as true when it comes to blackouts. We are currently operating the largest infrastructure transfor-

mation of all time on the open heart and without a safety net. This could turn out to be a fatal mistake. 

The most important step starts at home: to be able to supply oneself and one's family self-sufficiently for at least 14 days by 

means of stockpiling. This means at least two litres of water per person per day for at least several days (phases 1 and 2). 

After the power blackout, it is possible to cook again, but not to buy food. Therefore, food such as noodles, rice and canned 

food is needed for 14 days. The same applies to important medicines, infant or pet care. Torches, a battery-operated radio, 

rubbish bags and other important supplies that one might need then. Just what you would take on a two-week camping holi-

day.   

This basic provision is elementary so that we can ramp up production and logistics as quickly as possible. Because if people 

can no longer provide for themselves, they won't be able to get to work to ramp up production and systems again. There-

fore, broad self-provisioning among the population (= personnel) is an essential prerequisite for us to be able to cope with 

such a scenario. This also applies in particular to those organisations and companies that have to maintain emergency opera-

tions in such a case, i.e. also the energy industry. On the other hand, no one can help millions of people if they are affected at 

the same time. 

Island-operable PV systems 

What many PV owners do not know is that their PV system does not supply electricity during a power failure, as most sys-

tems are grid-connected. Only island-operated PV systems, i.e. supplemented with grid disconnection, hybrid inverter and 

storage, can maintain an emergency supply at home even during a grid failure. This would allow lighting, heating and cooling 

appliances (supplies!) to continue to operate. The scenario can thus be significantly mitigated. These systems represent the 

smallest energy cell (cf. section Decentralised functional units ("energy cells") above).  

In social terms, it would be even more effective and efficient to establish regional energy cells as soon as possible, where at 

least a basic emergency supply of water, sewage, heat or health services could be maintained even during a grid failure. 

However, the necessary awareness and framework conditions are lacking for this [see Decentralised functional units above]. 

Organisational measures 

The necessary organisational measures can also be based on the personal precautionary measures. The first step is to raise 

the awareness of your own staff in order to initiate your own precautions. Secondly, comprehensive considerations are nec-

essary as to how the necessary communication can be ensured in the event of a blackout. Often only through offline plans, 

i.e. prepared arrangements that must be available in the minds of the staff. Key personnel must know what to do if no one 

can be reached and how relief and supply will work if an emergency operation must continue.  

Alerting, as is usually the case, will not work as a rule, since the telecommunication systems will largely fail within a few 

minutes of the power failure. Personal circumstances, such as the distance to the workplace or other obligations, such as 

persons in need of care, functions in community crisis teams or emergency organisations, must be taken into account when 

considering the availability of staff. Furthermore, it must be ascertained how long the available resources, such as fuel for 

emergency power facilities or food, will last for an emergency operation, since it is hardly likely that supplies will be available 
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from outside if appropriate preparations have not been made. This then extends to restart plans, where it is necessary to 

consider what conditions are required in order to be able to return to orderly operation at all. 

Summary 

A large-scale power blackout is unimaginable for many people because such an event has never happened before. At the 

same time, there is no such thing as one hundred percent certainty, especially not when such fundamental and often non-

systemic changes take place during operation, as described in the first section. A modern society should therefore also be 

able to answer the question of what if. Up to now, many decision-makers and the population have relied on the principle of 

hope. This is important in order not to fall into fatalism. But if it is the only thing that can be held against a possible event, 

then it will not be enough.  

The reasons are very complex. On the one hand, we lack the necessary error culture to deal with problems openly and trans-

parently. On the other hand, the political debate around the necessary energy transition is often ideological and conducted 

with blinkers and little technical understanding. There is often a lack of contradiction from the technical side. Regardless of 

whether this is due to organisational dependencies or, for example, because one does not want to be labelled an "eternal-

ist".  

Similar phenomena can also be observed in crisis prevention. The lack of preparedness is usually only admitted behind closed 

doors. This means that there are often large gaps between the official presentation and the actual reality. Although similar 

actions are taken everywhere, there is still often the assumption that things must be better in other areas and that all the 

necessary preparations have certainly been made there. Thus, many unfoundedly rely on others. A large part of the popula-

tion makes the unrealistic assumption that they will be taken care of by the state in such a case.  

A possible or even very realistic blackout would therefore turn our highly technology- and electricity-dependent society up-

side down within a very short time. While in the corona pandemic there was still a certain lead time and all infrastructure 

services could be maintained and thus things could still be organised at short notice, a blackout would bring us to a complete 

standstill from one moment to the next. Total chaos can only be mitigated by appropriate individual and organisational prep-

aration.  

For this, often only manageable efforts are required: personal precautions for at least 14 days and corresponding organisa-

tional schedules that also function largely without technical means of communication. This can already avert a great deal of 

damage. However, knowledge alone is not enough. We also have to do it. 

The author provides the most comprehensive collection of knowledge on the subject of blackouts and blackout prevention in 

the German-speaking world at www.saurugg.net. Here you will find numerous additional aids and guidelines for individual 

and organisational precautions, which are constantly being expanded.  

Background topic networking and complexity 

Digitalisation does not stop at energy and thus power supply, even though many resources are still operated on the basis of 

simple analogue and physical principles. At the same time, safe grid operation would no longer be possible for years without 

ongoing safety calculations and simulation with the help of powerful IT systems. The Austrian transmission system operator 

Austrian Power Grid (APG) alone carries out around 300 simulations every day in order to be able to identify and counteract 

possible critical bottlenecks in good time. In addition, there are supra-regional computer centres where extensive security 

calculations are continuously carried out by Regional Security Coordinators (RSCs). In addition, the increasingly complex elec-

tricity market would not be possible without comprehensive networking and digitalisation. 

Digitalisation enables a more efficient and optimised use of operating resources, which contributes to the conservation of 

resources, but also tempts to push the operating resources further and further to their limits. In the past, high safety margins 

were calculated and built in order to be able to cover the expected future demands for as long as possible. Under today's 

tight economic conditions, this is often no longer possible. In addition, previously built-up reserves have been used for a long 

time, so that the room for manoeuvre is becoming increasingly smaller. 

In any case, digitalisation opens up new fields of action, especially when it comes to billing and optimisation, such as the 

envisaged use of blockchains in the area of energy communities. Virtual power plants and flexibility markets can also be cre-
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ated with the help of digitalisation. There are almost no limits to the ideas. Only the future will show whether they also con-

tribute to system security and stability. First of all, scepticism is in order, even if a both/and approach is called for. Not only 

the possible opportunities, but also the expected risks and downsides should be considered in time. Since the possible op-

portunities are usually presented extensively, this chapter will take a closer look at the potential downsides of digitalisation 

in order to be able to learn from them and adapt in time. 

Technical networking not only leads to the well-known advantages, but also to developments with which we are often less 

familiar. For example, increased feedback possibilities in networked systems increase complexity and dynamics. Complex 

systems have a number of properties that we are hardly familiar with in this form from our previous technical solutions [see 

Ossimitz (2006), Dörner (2010), Vester (2011), Thurner (2020)]. 

Characteristics of complex systems 

For example, there are non-linear cause-effect relationships, which makes risk assessment increasingly difficult due to the 

lack of causal chains. We are used to our previous analogue systems ("machines") being calculable and thus controllable. 

Even though individual machines can have thousands of components and function completely opaquely for most people, 

they always follow the same logic. They are therefore complicated: they can be disassembled into their individual parts, ana-

lysed and reassembled. If everything has been done correctly, they then function as before. This is not the case with complex 

systems: if they are disassembled into individual parts, their original function cannot be restored because the separation 

irreversibly destroys connections [cf. Lotter (2020)]. 

Living organisms are an example of this, even if medicine can achieve a lot today. However, the original state cannot be re-

stored. As a general rule, systems are complicated if a manual can be written for them and instructions can be replicated. 

Complex systems, on the other hand, are "black boxes" where the exact processes are not fully understood or cannot be 

replicated. Mixed forms also occur, which in turn can lead to misinterpretation. Software can follow a complicated proce-

dure, but lead to a completely unexpected result due to a user interaction that was not foreseen or anticipated. This is exact-

ly what creates enormous challenges in the use of "artificial intelligence", when it is no longer just simple machine learning, 

as the results are no longer traceable, which is also referred to as "emergence". 

The combination of different things can result in completely new possibilities. This can also lead to new vulnerabilities, such 

as those exploited in cyber attacks. In principle, one cannot deduce the properties of the new from the individual properties 

and vice versa. Oxygen and hydrogen, for example, are flammable gases. In the combination of H2O or water, however, an 

exactly opposite effect occurs. Therefore, even with increasing networking or the use of "artificial intelligence", unpredicta-

ble effects and results are to be expected. In the positive case, new products or solutions arise, as can be observed in nano-

technology, for example. New microstructures change the previously known material properties. This can lead to completely 

new applications, but in the worst case it can also give rise to a new "asbestos". This was considered a miracle cure until the 

harmful side effects were also noticed. Already too late. Even today, remediation has to be carried out at enormous expense. 

It is doubtful whether this will also be possible with nanoparticles. Therefore, an early impact assessment is all the more 

important today. At the same time, however, this is becoming more and more difficult, if not impossible, in increasingly net-

worked systems. 

This also increases ambivalence, i.e. contradictoriness and ambiguity, which we often find difficult to deal with because we 

are shaped by a linear, simple cause-and-effect way of thinking. This also affects many engineers. But in other areas, too, 

there is a lack of generalists who have an overview of the entire system and, above all, can detect interrelationships [cf. 

Lotter (2020)]. We know this from everyday life, where many structures are still organised according to time-honoured 

logics: "silo thinking", departments, institutes, disciplines, etc. This fragmentation of contexts creates duplications and in-

creasingly more problems in the world of work as well. Or, conversely, through networked thinking in contexts, companies 

can become more productive and effective and reduce internal resistance. However, this requires a new framework of think-

ing, which is, however, hardly being educated. Our education system is still focused on the old industrial working world and 

hardly meets the requirements of the network society [cf. Saurugg (2012)]. 

In complex systems, there are often time-delayed effects. This can lead to completely unexpected results, as happened, for 

example, with the Super-GAU in Chernobyl [cf. Dörner (2010)]. Even in the case of power plant closures, the effect does not 
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usually occur immediately. Things accumulate largely unnoticed and seemingly out of nowhere a phase transition occurs, 

where in the worst case a system begins to collapse [cf. Bardi (2017), Servigne at all. (2020), Thurner (2020)]. 

The Corona pandemic or the war in Ukraine have triggered serious disruptions in our increasingly complex world and econo-

my, the consequences of which are far from foreseeable and which will still cause fierce turbulence [cf. Meadows (2010)]. 

The first effects can be observed particularly in the global supply chains, where more and more whip effects, i.e. oscillations 

and thus dysfunctions, can be observed. 

Small causes can lead to enormous effects, which is also known as the "butterfly effect". See, for example, the corona pan-

demic, where a virus turned the entire world upside down within a few weeks. The failure of a control computer in an auxil-

iary plant of a large production facility led to a cascade effect that ended in a plant shutdown lasting several days. The origi-

nal damage of around 2,000 euros resulted in consequential damage of 50 million euros. Not an isolated case. Even short 

power outages are increasingly leading to losses in the 2 to 3-digit millions in production because people were not prepared 

for them or things went differently than expected. This is seldom discussed openly, as it could mean admitting to failures. 

These potential damages thus accumulate in secret because others cannot learn from them. In the event of a large-scale 

power failure ("blackout"), a "conflagration" is therefore to be expected, where many severe and simultaneous damages are 

to be expected, which is likely to lead to massive difficulties in restarting. These consequential effects are often underesti-

mated in blackout considerations. A so-called safety or vulnerability paradox: the safer something seems, the more vulnera-

ble it is to major disruptions, since over time the action competences required to cope with disruptions also diminish. A fa-

mous example is the RMS Titanic ("Titanic phenomenon"). According to this, the captain Edward John Smith of the maiden 

voyage is still said to have said: "I cannot imagine any situation that could cause this one ship to sink. I consider it impossible 

that this ship could be seriously damaged. Modern shipbuilding is already too advanced for that."  

Foresters in American national parks, for example, had other experiences. For a while, every small fire was immediately ex-

tinguished and prevented. This led to more and more dead (flammable) material accumulating. If a fire now occurred, it 

would quickly expand into a large fire that could no longer be controlled. Small clean-ups therefore strengthen systems and 

reduce fragility. If this is prevented, the time of occurrence is only delayed and the potential effects accumulate. These ob-

servations are not unique to nature [see Taleb (2013)]. 

Effects of decisions are often irreversible. A power plant that is shut down and dismantled is lost forever. Mothballed power 

plants can only be maintained and reactivated at great expense. This applies to just as many digitalisation measures. Once a 

system decision has been made, it is hardly possible to change or reverse it with reasonable effort. This applies to product 

suppliers, for example. For this reason, a certain degree of openness ("interoperability") towards other solutions should al-

ways be taken into account when purchasing, so as not to become unilaterally dependent. Existing old or legacy systems or 

"grown structures" often prevent a changeover or further development. 

Due to the interconnections and the possible feedbacks, there are also exponential developments, which further drive the 

dynamics. The Corona pandemic has made us more familiar with exponential developments. However, the real dimension is 

still underestimated. The following legend serves to substantiate this: The inventor of chess had one wish. He wished for the 

following superficially very modest reward from his king: for the first square of the chessboard one grain, for the second two 

grains, for the third four grains and for each further square twice as many as on the previous square. However, this wish 

could not be fulfilled. 2^64 corresponds to about 18 trillion grains of wheat, or about 100 billion truckloads of grain, which 

could not be covered by all the world's harvests since the beginning of grain cultivation. The legend vividly expresses the 

limitations of our linear thinking. 

Positive and negative feedbacks play an important role. Positive feedbacks have a self-reinforcing effect (more leads to 

more). Although they are important for a start or for slowing down, they are harmful in the long run. Negative feedback, on 

the other hand, has a stabilising effect (more leads to less). Both types are indispensable for the self-control of systems (regu-

lation) [cf. Vester (2011), Meadows (2010)]. In digitalisation, for example, positive feedback leads to network effects: "The 

winner takes it all". This means that successful solutions/companies become bigger and more powerful and others hardly 

have a chance. Unless there is a disruptive new solution that replaces the old.  

The network effect, also known as the Matthew effect, prevents diversity, which is indispensable in ecosystems. Monocul-

tures are created, which in turn become more susceptible to disruption. Our economic system and the growth paradigm we 

follow lead to very short-term and short-sighted planning and action in many areas. Key figures and bonuses for short-term 
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success have a particularly negative effect. These tempt to massively limit the horizon of observation and to make as much as 

possible measurable and standardisable. In the process, systemic aspects are often overlooked or neglected because they 

cannot be expressed in figures [cf. Dueck (2015)]. In politics, too, there is a tendency towards actionism. Instead of tackling 

problems at their roots, symptoms are treated. Such approaches seem promising in the short term because they can usually 

be applied quickly, but they aggravate the actual problem in the long term, while fundamental solutions often bring disad-

vantages in the short term and only turn out to be beneficial in the long term, which is referred to as "quick and dirty solu-

tions" [cf. Ossimitz (2006)].  

Human action is always guided by evolutionary patterns: For example, we tend to accept short-term success rather than 

long-term added value. In psychology, the term "reward deferral" is used for this. Here, an immediate (effortless) reward is 

foregone in favour of a greater reward in the future, which, however, can only be obtained either by waiting or by prior ef-

fort. This phenomenon can be observed in many areas, for example also among political decision-makers. What made evolu-

tionary sense is now often a long-term disadvantage. 

It is also quite central that the collapse of complex systems is not a fault but a system design feature. [cf. Bardi (2017)]. Na-

ture uses this feature for further development ("evolution"). In economic theory, this is called "creative destruction" 

[Schumpeter (2012). The new can often only develop after the old has been destroyed. A procedure that would be irrespon-

sible for our most important lifeline, the electricity supply. However, if we look at the current developments in the European 

interconnected system, we could easily conclude that this is exactly what is happening. 

The increasing interconnectedness favours systemic risks that we have hardly been able to deal with so far. 

Systemic risks 

Systemic risks have key recognition features [cf. Renn (2014)]: 

• There is a high degree of interconnectedness and many interdependencies with other systems. 

• Disturbances can spread almost unhindered within the system and across (system) boundaries (transboundary ef-

fects). 

• Feedback leads to random and non-linear cause-effect chains and small causes can produce large effects ("butterfly 

effect", stochastic cause-effect chains, tipping points). 

• Triggers and effects are systematically underestimated. 

Thus, systemic risks often contradict the intuitive understanding of plausible action contexts. This can be observed particular-

ly drastically in the ongoing climate crisis, where the problem has been known for at least 50 years [cf. Meadows (1973)]. The 

2007 financial crisis can also be traced back to a systemic failure [cf. Renn (2014), Taleb (2012)]. Therefore, there is generally 

a security or vulnerability paradox with systemic risks. 

Systemic risks lead to High Impact Low Probability (HILP) events, which are also referred to as "black swans" [cf. Taleb (2012), 

Taleb (20135)], extreme events ("X events") [cf. Casti (2012), Casti et al. (2017)] or strategic shocks. This is where our previ-

ously successful risk assessment methods fail, as they focus on past events ("evidence"). Therefore, new ways of thinking and 

approaches are needed here [cf. Taleb (2013), Erben et al. (2016), Weik (20102)]. 

Incorrect methods 

Previous safety and risk assessments have focused on known and already experienced scenarios and hypotheses. Matching 

probability and residual risk calculations tend to ignore and neglect events that are rare but have extreme effects. The poten-

tial interactions are usually underestimated. 

Particularly explosive are the developments in the area of critical infrastructure (CRITIS), on which our community is com-

pletely dependent. Through ever more elaborate and opaque technical solutions and through increasing interconnectedness, 

we are creating ever greater vulnerabilities without being aware of it. At the same time, simple surfaces or a simple network 

connection suggest simplicity. 

Another pitfall is that in recent decades, our Central European society has experienced very stable and constant conditions. 

Therefore, there is a lack of awareness that the entire history of mankind and even today the majority of the world was and 
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is characterised by variability and cyclical developments. We have reduced important safety nets almost everywhere in re-

cent years, making us more vulnerable to major disruptions. 

Whether this concerns the financial sector, energy and commodity supply, the European power system, a pandemic or even 

the possible effects of the climate crisis, there are a multitude of potential events that make our society vulnerable. In view 

of the possible consequences and the society-changing effects, probabilities are irrelevant [cf. Mukerji et all. (2020)]. 

The consequences are all the more serious the rarer an event occurs, and the more difficult it is to make an analytical as-

sessment. The decisive factor is not that someone has "predicted" an event, but that this "prediction" was associated with 

consequences. Therefore, it is necessary to analyse systems and their fragility and not individual events or individual ele-

ments of a system [see Taleb (2013)]. This is a procedure that is still largely uncommon. 

Business optimisation and efficiency increase 

While many problems in cyber and IT security remain unsolved or are constantly being overtaken by new ones, technical 

networking is advancing inexorably. The main drivers are business considerations and the pressure to increase efficiency. It is 

easily overlooked that there is a contradiction between increasing efficiency and system security. Operational optimisations 

and efficiency increases make perfect sense as long as they do not become an end in themselves or a mere means of gener-

ating returns.  

In many areas, however, we have already reached that point: More and more frequently, redundancies and reserves im-

portant for system security are being saved, as these represent "dead capital" in business management terms. Even the 

technical staff is being cut back. Fewer and fewer have more and more to do. The susceptibility to errors and thus the vul-

nerability increase in systems that are used to more than 80 percent of their capacity [cf. Dueck (2015)]. When the negative 

consequences become visible, it is usually already too late. Irreversible or cost-intensive damage is the result. 

Critical infrastructure and strategic shocks 

These developments can be observed almost everywhere, including in the area of critical infrastructures. At the same time, 

increasing networking, for example keywords such as "digitalisation", "smart metering", "smart grid", "Industry 4.0" or "In-

ternet of Things", is leading to more and more previously separate domains being connected with each other and thus be-

coming mutually dependent. 

Without electricity and telecommunications infrastructure, almost nothing works today, often not even the water supply. A 

major European disruption in the power supply system ("blackout") would lead to a societal collapse within a few days, as a 

study by the German Bundestag concludes [cf. Petermann (2010) and chapter 39].  

We are socially completely vulnerable without being aware of it. Necessary emergency and crisis plans are hardly in place. 

Disruptions are largely ruled out or are considered unimaginable in many areas. This was also true for a pandemic or war in 

Europe.  

Security solutions 

The increasing challenges posed by the growing IT networking in the infrastructure sector are to be met with corresponding 

security solutions. The question of why solutions that have only been successful to a limited extent in the IT environment 

should work better in the area of critical infrastructure with "more or less the same" often remains unanswered. 

In addition, in the area of control and automation of infrastructures, completely different life cycles can be observed than in 

the classic IT world. These are significantly longer. The infrastructure would therefore have to be permanently renewed in 

the future, which creates additional vulnerabilities [see Grüter (2013)]. Infrastructure systems cannot simply be restarted 

after an update. They often have to function and be available without interruption for years. This is where completely differ-

ent worlds and philosophies collide. For it is not only about the IT infrastructure or software, but about the underlying sys-

tems that are controlled with it. 

The numerous successful attacks against the security industry should also be a warning. People, and especially criminals, are 

very creative: If it becomes apparent that the effort could be worthwhile, correspondingly high levels of resources are de-
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ployed. Today's attackers have a very professional "corporate structure" and infrastructure to tackle this very professionally. 

Countless examples testify to this. 

Awareness of the threats from the cyber domain has increased significantly in recent years due to ever more extensive and 

more serious attacks. Nevertheless, these represent only a part of the actual threats to our infrastructures. Disruptions in 

networked systems can be triggered by many events. Software errors, natural events, human error, but also seemingly exotic 

events such as solar storms can lead to far-reaching consequences. It is therefore by no means only about attacks, as is usual-

ly discussed superficially. 

As a society, we are massively vulnerable due to our dependence on critical infrastructure. This was also the case in the past. 

What is new is that the range of disruptions and the speed of propagation in networked systems have increased exponential-

ly. This was first observed in 2007 with the bursting of the American real estate bubble. Hardly anyone had the subsequent 

global shock waves in the financial and economic system on their radar, let alone thought them possible [cf. Renn (2014)]. 

Have we learned enough? Probably not. It would therefore be naïve to brush these facts aside. After all, most companies, 

and especially our logistics chains, depend to a large extent on the availability of these infrastructures. And thus the entire 

society.  

System design 

In nature, all living things are complex systems with a very long history of development and success. Reason enough to learn 

from it. In a few words, a viable system design and evolutionary further development can be defined by the following key 

points: 

• Reduction of energy and resource requirements as well as simplicity to reduce dependencies. 

• Decentralised control or regulation, i.e. no vulnerable central control. 

• Increased fault-friendliness and fault tolerance as well as diversity in order to be better able to deal with changing 

framework conditions. 

Nature does not prevent interaction between beings. However, a cellular structure limits the range and ensures and 

improves survivability in case of disturbances. This model should also be brought back into focus in our technical and 

societal structures. 

In this way, dependencies can be significantly reduced and the resilience and necessary adaptation ("resilience") of sys-

tems can be significantly increased. No error should be able to have a negative impact on the entire system. 

Cellular structures and control loops, such as those already used in automation technology, are in demand. Many current 

concepts, such as the massive increase in centralised networking (keyword: smart ), contradict this approach and lead to 

incalculable vulnerability. 

Risk and security versus robustness and resilience 

It is therefore necessary to take a new look at the issue of "security". While our previous safety and risk assessments call for 

caution, the robustness approach calls for strength. In order to be able to assess the reliability of a system, a risk assessment 

is only of limited help, as it is based on defined and known individual scenarios or breaks risks down into individual parts and 

analyses them ("complicated"). Systemic risks and interdependencies are often neglected. However, determining whether a 

system is fundamentally fragile or robust suggests a general resilience to disruptions of any kind. For while risks and security 

are hypothetical, the fragility and robustness of a system are measurable. 

As complexity increases, so does the variability of the system's behaviour. Therefore, it is necessary for a system, but also for 

society itself, to be able to deal with as many unknown situations and disturbances as possible. This requires complementary 

approaches, because resilience does not only mean resilience, but also adaptability and the ability to learn from disturbances 

in time. In the best case, even before potential damage occurs. Unfortunately, however, the evolutionary pattern of "learn-

ing from harm" still often prevails, which is no longer a suitable method in today's highly interconnected and interdependent 

world. Quite the opposite. 
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Resilience requires the ability to let go of the tried and tested when the framework conditions have changed, in order to free 

up resources for the new again. However, we tend towards the opposite: more and more regulations and safeguards, which 

will foreseeably go wrong. This can be seen, for example, in the increasing flood of regulations. There are hardly any re-

sources left for the actual work or room for manoeuvre to try out new things. Therefore, a collapse often occurs when a 

system cannot renew itself from within [cf. Casti (2012)]. 

Summary 

With increasing networking and digitalisation, ever greater complex systems and systemic risks are emerging with side ef-

fects that are often little noticed. With our hitherto successful linear thinking, we therefore run the risk of being surprised by 

the side effects of complexity and reacting incorrectly.  

The increasing complexity gap between the wishful thinking from politics and the market on the one hand and the physical 

technical reality on the other hand must be viewed particularly critically. If such complexity gaps are not consciously reduced, 

system collapse will result [cf. Casti (2012)]. Such a tendency can clearly be observed at present.  

While the market strives for ever larger units and cross-regional exchange and trade, energy policy is by definition a national 

matter where many countries go in different directions. However, a system is more than the sum of its parts, which is unfor-

tunately often overlooked. In addition, in times of crisis such as we are currently experiencing, politicians tend to engage in 

dangerous and often only short-sighted actionism ("quick and dirty solutions"). Due to a lack of preparation and precaution, 

there is often also a lack of secondary and long-term impact assessments. A dangerous combination. 

As the Corona crisis has shown, a reduced national focus quickly sets in during overarching and socially threatening crises and 

solidarity begins to crumble. It is therefore all the more important to create appropriate fall-back levels in order to be able to 

ensure at least a rudimentary national (emergency) supply even during major crises. This applies to both food supply and 

energy supply, which in turn would require decentralised functional units ("energy cells").  

How ill-prepared we are here has not only been shown by the Corona crisis but is also demonstrated by the current hectic 

efforts to draw up crisis plans for a possible gas shortage or food crisis. Much too late.  

Knowledge of the potential downsides therefore enables timely adaptation and further development in dealing with these 

phenomena. If they are ignored, serious damage is imminent. It is therefore time to put into practice existing ideas and plans 

or to reactivate old concepts and adapt them to the new framework conditions in order to become crisis-proof as a society as 

quickly as possible. 
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